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Birden fazla bilgisayari, kullanicilari, paylastirilmis ag kaynaklar: olan biiyiik sirketlerin bu
kaynaklar: daha verimli ve giivenli kullanabilmesi igin isletim sistemleri igerisinde karmasik
yOnetim yapilarina veya protokollerine ihtiya¢ duyulmaktadir.

Windows sunucu islerim sistemleri igin ag kaynaklarini verimli bir sekilde yonetebilmek igin
Active Directory yonetimsel yapisindan faydalanilir.

Active Directory; kullanic1 hesaplarini, gruplari, yazicilar: ve diger bir¢ok ag kaynaklarini,

merkezi olarak yoneten ve denetleyen; izinlerini belirleyen, kaynaklarla ilgili verileri tutan
karmasik ve giivenli bir yapidir.

Active Directory, Microsoft tarafindan 6zellikle Windows Server ve Client bilgisayar sistemleri
i¢in tasarlanmis olan igerisinde sunucu, client bilgisayar, kullanic ve yazic1 gibi bilgileri tutan
bir dizin servisidir. Bahsi gegen verileri tuttugu icin bir veri tabanmin ayrusidir. Bu servis
icerisinde yer alan Group Policy yonetim arac: ile gesitli kisitlamalar yapabilir veya tek bir
noktadan istedigimiz ~ uygulamanin  dagitiminm1  gergeklestirebiliriz.
Kaynaklarin kontrolii ve yonetiminin merkezilestirilmesi

E agisindan biiyiik kolaylik sagladigi igin ¢ok tercih edilen bir

l - servistir.
lf\'//o Active Directory ilk olarak Windows
= ® Server 2000 ile hayatimiza girdi. Zamanla
WI n d OWS Server 2003, 2008 ve 2012 sistemlerinde
Active Di r‘ecto r‘y kendini gelistirerek

glintimiizdeki halini almistir.

Active Directory Ozellikleri;

Yonetilebilirlik

Olceklenebilirlik

Genigsletilebilirlik

Giivenlik entegrasyonu

Diger dizin servisleriyle birlikte ¢alisabilme
Giivenli kimlik dogrulama ve yetkilendirme
Group Policy ile yonetim

®© N o U RN =

Dns ve Dhcp gibi servislerle birlikte ¢calisabilme 6zelligi

Domain: Active Directory’'nin en temel bilesenidir. Domain sistem yoneticisi tarafindan
benzersiz bir isim segilerek olusturulmalidir. Ayrica Domain’ler giivenlik noktasinda belli
smurlara sahiptir. Eger sistem yOneticisi ayrica bir izin belirlememigse, bir kullanicinin haklar:
sadece o Domain icerisinde gegerli olacaktir. Her bir Domain kendi giivenlik yapisina sahiptir.

Domain’ler ayrica replikasyon birimi olarak adlandirilir. Bir Domain igerisinde, Active
Directory veri tabani kopyalarmi bulunduran Domain Controllerlar bu kopyalar1 Domain
icerisinde yapilan degisiklikleri birbirlerine kopyalayarak replikasyon yaparlar.
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Active Directory Mantiksal Yapisi
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Tree ve Forest

Olusturulan ilk Windows Server Domain’i, Active Directory yapisindaki Kok Domain’i (Root
Domain) ifade eder. Bundan sonra olusturulacak olan yeni ek Domain’ler dizinin mantiksal
Tree veya Forest yapisini olusturacaktir.

Tree: Bir Tree yapisinda yeni bir Domain eklendigi zaman, yeni eklenen Domain sondan
eklendigi Domain’inin Child Domain’i durumunda olur ve eklendigi Domain de eklenen
Domain i¢in Parent Domain olur. Yeni olusturulan Child Domain’in ismi Parent Domain’den

gelen isimle birlestirilir ve yeni olusan Domain’in DNS ismi ortaya ¢ikar.

Omegin “cbu.edu.tr” bir Root Domain'dir. Bu Domain’e eklenecek yeni bir Domain
“cbu.edu.tr” Domain’inin  Child Domain’i  olacaktir. Buna  6rnek  olarak
“turgutlumyo.cbu.edu.tr” Domain’ini gosterebiliriz. Bu Ornekte turgutlumyo.cbu.edu.tr,
cbu.edu.tr Domain’inin Child Domain’i olacaktir. cbu.edu.tr Domain’i ise Parent Domain
konumundadar.

Forest: Forest, birden fazla Tree'nin birlesmis halidir. Olusturulan ilk Domain bir Tree’yi ifade
eder ve ilk Tree'nin olusturulmasiyla Forest'da olusmus olur. Sonradan bu Forest’a eklenecek
olan Tree’ler, diger Tree’lerle ayni isim araligini paylasmayacak olasalar da ayni Schema ve
Global Catalog’a sahip olurlar. Forest olusturulurken kurulmus olan ilk Tree Forest-Root
olarak bilinir ve diger Tree’ler bu Forest Root altinda toplanirlar.

Global Catalog (GC)

Global Catalog (GC), Active Directory Forest’ 1 i¢inde yer alan her objeyi bulunduran bir
veritabanidir ve Global Catalog Server’ larda tutulur. Bu barindirilan 6zellikler, varsayilan
olarak, sorgulamalar esnasinda en sik kullanilan 6zelliklerdir. Global Catalog kullanicilara su
hizmetleri sunar;

v' Gereken verinin nerede oldugundan bagmmsiz olarak Active Directory objeleri
hakkinda bilgiler sunar.
v' Bir aga logon olunurken Universal Group Membership bilgisini kullanir.

Global Catalog Sunucusu Domain’deki bir Domain Controller'dir ve Domain’de olusturulan
ilk Domain Controller otomatik olarak Global Catalog seviyesine yiikseltilir. Sonradan ek
Global Catalog Sunucular eklenebilir.

Active Directory Schema

Kullanici, grup, bilgisayar ve yazicilar gibi biitiin objelere ait bilgileri igerir. Forest igerisinde,
sadece bir Schema bulunur ve biitiin obje bilgileri bu Schema {izerine yazilir. Kullanicilarin
calistiklar1 boliimler ve dogum yeri gibi bilgileri buna 6rnek olarak verebiliriz. Schema
bilgileri, Active Directory veritabani (database) igerisinde depolanir.

v' Kullaniar uygulamalar: igin dinamik bir yapi sunar. Kullanicilarin obje arastirma
islemleri, Schema tizerinden gergeklesir.
v" Yeni olusturulan veya degistirilen obje dinamik olarak Schema igerisinde giincellenir.
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v Obje simuif ve niteliklerinin korunmasinda, discretionary access control lists(DACLs)
kullanilir.

v" DACLs ile Schema tizerinde yalnizca yetkilendirilmis kullanicilarin (authorized users)
degisiklik yapabilmesi saglanir.

Lightweight Directory Access Protocol (LDAP)

Tanum olarak LDAP, TCP/IP {izerinde calisan dizin servislerini sorgulama ve degistirme
amaciyla kullanilan uygulama katmani protokoliidiir.

Active Directory mimarisi igerisinde ise sorgulama (query) ve giincelleme (update) igin
kullanilan, temel bir directory servis protokoliidiir.

LDAP ile Active Directory objeleri, OU (Organizational Unit) ve CN (Common Name)
kullanilarak Active Directory igerisinde yeniden tanimlanir. LDAP isimlendirme yontemi;
Active Directory objelerine erisimde kullanilir ve iki tamim igerir;

1. Distinguished Names
2. Relative Distinguished Names

Distinguished Names : Tiim Active Directory objeleri, network ortaminda kendilerine
ulagilmasini saglayan komple path igeren, distinguished name’e sahiptir. Ornegin;

CN=Ali Osman, OU=Teknik , DC=aliosman gokcan DC=com

Burada kullanilan CN Common Name, OU Organizational Unit, DC ise Domain Controller
anlamindadir. DC, Domain hiyerarsisini belirler. Tiim DNS akist tek tek yazilir. Ornegin;
Domain ad1 aliosmangokcan .com ise, DC=aliosmangokcan , DC=com seklinde belirtilir. Bir
bagka ornek verecek olursak eger “AKIF” isimli kullanici, “BEYAZ” isimli OU iginde bulunsun
ve bagh bulundugu Domain ad:1 “aliosmangokcan.com” olsun. Bunun “Distingushed Name”
yazilimi agagidaki sekilde olacaktir;

CN=AKIF, OU=BEYAZ, DC=aliosmangokcan, DC=com

Relative Distinguished Name: LDAP distinguished name icerisinde yer alir ve objeye ait egsiz
(unique) tanumlamayi igerir. Yani Active Directory iginde belirtilen Domain iginde tektir.
Ornegin;

CN=AKIF, OU=BEYAZ, DC=aliosmangokcan, DC=com

yaziminda aliosmangokcan.com iginde tek olan Relative Distingished Name AKIF “dir. En son
yazilan deger, her zaman tek degerdir. Ondan dolay1 miikerrer olamaz.
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Organizational Unit

Organizational Unit, bir Domain igerisindeki kullanicilari, gruplar1 veya bilgisayarlari,

yazicilari organize etmek

amaciyla

olusturulmus

objelerdir.

Omek olarak, objeleri gruplarken yonetimsel gereksinimler 6n planda tutulabilir.

Organizasyonda bir yonetici kullanicilardan diger
yonetici ise bilgisayarlardan sorumlu olacaksa, biri
kullanicilar igin biri de bilgisayarlar i¢in iki adet OU
olusturulur ve kullanicilar birinde bilgisayarlar da
digerinde toplanir. Son olarak ikisine de ayr1 ayri
yOnetciler atanabilir. Veya departmansal
gruplandirmalar yapilabilir. Ornegin bir “Muhasebe”
bir de icin OU

olusturulur ve bu departmanlarda ¢alisan kullanicilar

“Pazarlama” departmanlari
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ilgili OU’lara yerlestirildikten sonra departman sefleri bu birimlere yonetici olarak atanabilir.

Bu islemler ayni zamanda sistem yoneticilerinin islerini kolaylastiracaktir.
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Ag icerisindeki her Active Directory nesnesinin bir tanimlama bilgisi (distinguished name)

bulunmaktadar.

Common Name (CN) : Active Directory nesnelerinin adin1 belirtir.

Organization Unit (OU) : Organizasyon biriminin adin belirtir.

Domain Controller (DC): Etki alaninin adini belirtir.

Ornek:
“Lab_01" isimli bilgisayarin tanimlama bilgisi;

CN="Lab_01" OU="Pazarlama”

DC="sirketim”

www.aliosmangokcan.com

DC="com”

sirketim.com domaini igerisinde “Pazarlama” organizasyon birimi igerisindeki
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ACTIVE DIRECTORY (AD) KURULUMU

Windows Server 2012 isletim sistemine kadar ki versiyonlarda (2000,2003,2008,2008 R2) AD
kurulumu DCPROMO komutu ile yapiliyordu. Hatta AD kurulumunu kaldirmak igin de
ayni komut kullanilmaktaydi. Server 2012 ve sonrasinda AD kurulumu igin Server Manager
konsolu/ekrani kullanilmaktadir. Kurulum igin asagidaki ekran goriintiilerini sirasiyla

uygulayabilirsiniz.

= Add Roles and Features Wizard - [m] b

DESTINATION SERVER
oct

Before you begin

Betor Yo B This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or
Installation hosting a website.

Servel

To remove roles, role services, or features:
Roles Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

Skip this page by default

& Add Roles and Features Wizard - [m] X

DESTINATION SERVER

Select destination server

Select a server or a virtual hard disk on which to install roles and features.

Select a server from the server pool
O Select a virtual hard disk

Server Pool

Fitter: |

Name 1P Address Operating System

192.168.1.100 Microsoft Windows Server 2019 Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

T T

DESTINATION SERVER
oc1

Select server roles
x

Select one or more roles to install on the selected server.

Roles fiu Add Roles and Features Wizard > 4

Active Directory Certificate Se

Add features that are required for Active Directory
Active Directory Federation Serl  DOMain Services?

Active Directory Lightweight Di|
Active Directory Rights Managq ~ You cannot install Active Directory Domain Services unless the

Device Health Attestation following role services or features are also installed
DHCP Server
DNS Server [Tools] Group Policy Management
Fax Server 4 Remote Server Administration Tools
© (W] File and Storage Services (2 of 4 Role Administration Tools
Host Guardian Service 4 AD DS and AD LDS Tools
Hyper-V Active Directory module for Windows PowerShell
Network Policy and Access Sery 4 AD DS Tools
Print and Document Services [Tools] Active Directory Administrative Center
Remote Access [Tools] AD DS Snap-ins and Command-Line Tools

Remote Desktop Services
Volume Activation Services
Web Server (IIS)

Windows Deployment Services

Wincssis Sexver Upaste Servic Include management tools (if applicable)

Cancel
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Before You Begin

Installation Type

DNS Server

Role Services

Remote Desktop Services

= Add Roles and Features Wizard

Select server roles

Select one or more roles to install on the selected server.

Roles Description

Device Health Attestation

DHCP Server

DNS Server

Fax Server

File and Storage Services (2 of 12
Host Guardian Service

Hyper-V.

Network Policy and Access Services
Print and Document Services
Remote Access

Remote Desktop Services

Volume Activation Services

ORO0000mORROO

[] Active Directory Certificate Services A File and Storage Services includes
[¥] Active Directory Domain Services services that are always installed, as
[ Active Directory Federation Services well as functionality that you can
[ Active Directory Lightweight Directory Services install to help manage file servers
Active Directory Rights Management Services and storage.

= [m] X

DESTINATION SERVER

Before You Begin
Installation Type

Server Selection

Features

AD DS
DHCP Server
DNS Server

Confirr

T Add Roles and Features Wizard

Confirm installation selections

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

DESTINATION

Active Directory Domain Services
DHCP Server
DNS Server
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD NS Snanine snd Fammand.line Tanle

Export configuration settings
Specify an altemate source path

s Server Manager

I Dashboard
T Local Server
& AuServers
@ apps

18 oHep

& ONs

W3 File and Storage Services >

hboard

Post-deployment Configuration

WELCOME TO SERVER MANAG

on required for Active 0

j Post-deployment Configura.
QUICK START
3 Complete DHCP configuration
WHATS NEW 4 @ Festurcmstliation
_—
Add Roles and Festures
\dd Roles and Features
Task Detais
ROLES AND SERVER GROUPS
Roles:4 | Server groups: ervers totalk
il ApDs 1 1§ DHCP 1
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results
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[ Active Directory Domain Services Configuration Wizard - o >4
. 7 TARGET SERVER
Deployment Configuration pei

Select the deployment operation

Domain Controller Cptions

Add a domain controller to an existing domain
Additional Options

Add a new domain to an existing forest
Paths

Add a new forest

Review Options ) ) ) ) )
Specify the domain information for this operation
Prerequisites Check
Root domain name: aliosmangokcan.com |

More about deployment configurations

| < Previous Next > Install Cancel

s Active Directory Domain Services Configuration Wizard - [u] 4
- . TARGET SERVER
Domain Controller Options e

t Configuration

Select functional level of the new forest and root domain
N

DNS Options Forest functional level:

Domain functional level:

Additional Options
Paths Specify domain controller capabilities

Revew Ogtons ! Domain Name System (DNS) server

Prerequisites Check ! Global Catalog (GC)
Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password
Passwort: [ 1
More about domain controller options
<Previous | | Next> Il || Cancel
T Active Directory Domain Services Configuration Wizard - o X
. TARGET SERVER
DNS Options el

| A, Adelegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more X

Deployment Configuration
Specify DNS delegation options
Domain Controller Options
Create DNS delegation

DNS Opti
Additional Options
Paths

Review Options

Prerequisites Check

More about DNS delegation

Install

DNS Options X

A delegation for this DNS server cannot be created because
‘«js the authoritative parent zone cannot be found or it does not
run Windows DNS server, If you are integrating with an
existing DNS infrastructure, you should manually create a
delegation to this DNS server in the parent zone to ensure
reliable name resolution from outside the domain
“aliosmangokcan.com”, Otherwise, no action is required.
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http://www.aliosmangokcan.com

Ogr.Gor.Ali Osman GOKCAN

& Active Directory Domain Services Configuration Wizard - o X

Additional Options TARGETSERVER

Deployment Configuration ) . . .
Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options
DNS Options

The NetBIOS domain name: |ALIOSMANGOKCAN \

Options

Prereguisites Check

More about additional options

< Previous Next > Install Cancel

P Active Directory Domain Services Configuration Wizard _ o x
TARGET SERVER
Paths el

Deployment Configuration ) . }
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Options

e Database folder: }C:\Wmduws\NTDS =
addiional Options Log files folder: |cawindows\NTDS ] B
= SYSVOL folder: [cAWindows\svsvoL =

Revi

Options

Prereguisites Check

More about Active Directory paths

n et

T Active Directory Domain Services Configuration Wizard — ] X
5 = TARGET SERVER
Review Options oci
Deployment Configuration Review your selections:
Domain Controller Options || Configure this server s the first Active Directory domain controller in a new forest. A
DNS Options The new domain name is “aliosmangokcan.com”. This is also the name of the new forest.

Additional Options
Paths

The NetBIOS name of the domain: ALIOSMANGOKCAN

Forest Functional Level: Windows Server 2016

Domain Functional Level: Windows Server 2016
Additional Options:
Global catalog: Yes

DNS Server: Yes

Create DNS Delegation: No 9

These settings can be exported to a Windows PowerShell script to automate

additonal intalations

More about installation options

<Previous | [ Next> [ nstan | [ cancat |
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f Active Directory Domain Services Configuration Wizard - O X
Drar T TARGET SERVER
Prerequisites Check )
| @ Al prerequisite checks passed successfully. Click ‘Install' to begin installation. Showmore X

Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain ns|  computer

Rerun prerequisites ched

() View results

4. Windows Server 2019 domain controllers have a default for the security setting named

ons

c pPeA
— "Allow cryptography algorithms compatible with Windows NT 40" that prevents weaker
Prerequisites Check Igorithms when ing security channel sessions. =

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fulink/Linkld=104751).

A delegation for this DNS server cannot be created because the authoritative parent

ALIOSMANGOKCAN

2one cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the

domain “aliosmangokcan.com”. Otherwise, no action is required. B

i\ I you click Install, the server automatically reboots at the end of the promotion operation.

\Administrator

More about prerequisites
B Auosmancox

Cra | o |

FSMO ROLLERI

Active directory yapisinda bulunan objelerin gorevlerini yerine getirmeleri, calismalarinin
saglikli yliriitiilmesi i¢in gorev alan servisler ile beraber ayrica bu servisleri yoneten roller
bulunmaktadir. Bu rollere FSMO (Flexible Single Master Operation) rolleri denir. Bu roller
icerisinde Forest bazinda tek olanlar olabilecegi gibi domain bazinda tek olanlar da vardir.

Bunlar;

Schema Master (Forest bazinda tek)

Domain Naming Master (Forest bazinda tek)
PDC Emulator,

RID Master,

Infrastructure Master

SN

Bu 5 rol standart olarak ilk kurulan Forest igerisindeki ilk domain controller tizerinde bulunur.

Forest-wide roles Domain-wide roles

¢ Schema master « PDC emulator

« Domain naming
master

¢ RID master

¢ Infrastructure master

| First domain controller in the
forest root domain

Domain-wide roles

¢ RID master

« PDC emulator

¢ Infrastructure
master
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< Schema Master;

Tiim giincelleme ve bilgiler Schema Master iizerinde tutulur. Forest bazinda tektir. Active
Directory Domain Services igerisinde, yapidaki nesnelerin sahip olacag1 6zellikleri belirleyen
bilesendir. Nesnelerin bigimsel yapisini belirler diyebiliriz. Ornegin, kullanici nesnesinde ad,
soyad, sehir, gorev gibi bilgilerin olacagini Schema belirler. Bu rol tizerinde sadece Domain
Admins ve Enterprice Admins grubu tiyelerinin yetkileri vardir. Diger DC ler ile replike olur
ve giincellemeleri yapar.

% Domain Naming Master;

Forest igerisinde tektir. Domain igerisine giren ve ¢ikan objelerin bilgilerini tutar ve yonetir.
Domain (Etki alani) isimlerini biinyesinde tutan rehberdir diyebiliriz. Yeni bir domain

kurulacagi zaman isim onayini bu rol verir. Isim ¢akismasini 6nler.
< PDC Emulator;

Saat senkronizasyonu, Sifre degisiklikleri ve sifre resetlemeleri, Group Policy ve sysvol
paylasim erisimlerini yOnetir. Domain igerisinde tektir. En onemli roldiir. Windows
oturumlarini kontrol eder.

< RID Master;

Agda bulunan tiim nesnelerin kendine has (benzersiz) bir SID numaras: vardir. Nesnelerin
benzersiz bir SID numarasi almasin saglar ve ¢akismay1 onler. Domain igerisinde tektir.

< Infrastructure Master;

Domainde tektir. Domainler arasi bilgi transferini yapar ve giincel tutulmasmi saglar.
Uzerindeki bilgi her daim giinceldir.
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